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Introduction

Introduction

About Nuix Adaptive Security

Visibility into the security of your environment is crucial to your organization's success. Nuix Adaptive
Security can help you answer questions about your organization, such as:

® |s my organization compromised?

e Has someone taken critical data out of my organization?
e How was someone able to access our environment?

e |s something about to happen?

When you don't have visibility, it leaves your organization in a precarious position, at a decision-making
disadvantage, and open to greater risk.

Nuix Adaptive Security delivers a proactive approach that provides the kind of visibility, adaptability, and
control that is missing with traditional endpoint products. By leveraging endpoint analytics, Nuix Adaptive
Security reduces the time it takes to detect an impending or ongoing attack, accelerates recovery time,
easily adapts to changing environments, regulations, and attack vectors, and ultimately, stops incidents in
their tracks.

Nuix Adaptive Security has perfected the art of continuous monitoring and response to isolate the
important (and often small) signals from the noise and identify when behaviors exhibit uncharacteristic
patterns. Nuix Adaptive Security relies on two fundamental and unique elements to drive the protect-
detect-response-remediate process:

e The Digital Behavior Recorder ™) continuously monitors and records key digital behaviors.

e The patent-pending logic engine provides customizable logic on the endpoint, enabling it to
recognize and act on threats in real-time.

About this guide

This Quick Start Guide is intended to provide first-time users with an initial introduction to the Nuix
Adaptive Security application and explains the user interface and functionality.

For an overview of commonly used terms in Nuix Adaptive Security, see Glossary.

For more information about Nuix Adaptive Security, refer to the following guides:

Nuix Adaptive Security Installation Guide, Version 2.16.0

Nuix Adaptive Security User Guide, Version 2.16.0

Nuix Adaptive Security Release Notes Version 2.16.0

Nuix Adaptive Security Rule Language Reference Guide Version 2.16.0
Nuix Adaptive Security Administration Guide, Version 2.16.0

Copyright © 2022 Nuix. All rights reserved. 1



Log in

Log in
To access Nuix Adaptive Security:

1. Go to the Desktop and double-click the Adaptive Security shortcut. The Nuix Adaptive
Security Login window appears.

2. Enter the Nuix Adaptive Security endpoint server IP address provided by your system
administrator. Select Next.

3. Inthe User Name box, enter your user name.
4. In the Password box, enter the password that you received from your system administrator.

Note: The password is case-sensitive.

5. Click Login.
The Nuix Adaptive Security Dashboard appears.

Copyright © 2022 Nuix. All rights reserved.



The Nuix Adaptive Security application

interface

The Nuix Adaptive Security application interface

After you log into the application, a Dashboard with the latest alerts appears.

Main navigation bar

The buttons found in the main navigation bar provide easy access to configurations and monitoring.

These buttons also allow for interaction with the data being collected, as described in the following table.

Button Description Function

e Dashboard Provides a visual summary of
alerts and activity in the
environment.

N Alerts Displays all alerts from the

- endpoint agents.

E Collections Manage, configure, and
schedule collections. Run
targeted collections to obtain
specific files from endpoints
across the network.

i Search Allows you to find specific

% . )

22y information within the Adaptive
Security application.

G] Investigate Provides easy access to the

information collected from the
endpoint agents.

M

Configuration

Access and manage endpoint
agent configuration including

logic rules, namespaces, and
hash lists.

@ Endpoints View, configure, and manage
= endpoints. View by groups, all
hosts, or server hosts.

— Tasks Shows the list of tasks created

—_ on all the endpoints.

. System Provides the system settings,

L'd server, and preferences.

B User Profile Provides information about the
currently logged-in user,
including the user name, server
address, server status, and the
application version.

Copyright © 2022 Nuix. All rights reserved. 3




The Nuix Adaptive Security application interface

The following sections provide an overview of each of the following tabs in the application.

Dashboard

The Dashboard tab, shown in the following image, provides quick access to the most relevant alerts,
endpoints, and activity in your deployed environment.

The top of the application has arrows for use in moving back and forth between previously viewed tabs.
Clicking the magnifying glass displays the Search dialog box.

0 oapTivE

@ ACTIVE ALERTS 1 c ENDPOINTS STATUS

Total Active Unassigned Prevented Total Active Inactive Days Inactive

0 0 6 0 6

® <7days ® <30days ® < 45days © < 60days 60+ days

Daily Weekly Al Alerts
ALERTED ENDPOINTS WORST OFFENDERS - LAST 7 DAYS

01/31

2 Critical
/ 2 Medium

'WIN-GVC46H9R... 30

I WIN-LM6H714Q... PE]

Isolated WIN-N6EOH2A... 13
DESKTOP-H4UF... 10

> o USHRN-L-LOAN... 1
—~ A

0131 02/02

# OF ALERTS

2/01 2/02 2/03

Critical ® Medium

LATEST ALERTS C

column

Timestamp ~ Host Name Platform Status Assigned User Alert Description  Rule Group Process Process Id Parent Process Rule Alert Rule Alert Action
SHRN-L-LOANER...  Windows AlertDNSGoogle al.. AlertDNSGoogle  chrome.exe 2640 chrome.exe alert when Alert Succeeded
SHRN-L- ... Windows AlertDNSGoogl lertDNSGoogle  chrome.exe chrome.exe alert when Alert Succeeded

.. Windows AlettDNSGoogl letDNSGoogle  chrome.exe chrome.exe alert when Alert Succeeded

... USHRN-L-LOANER... Windows AletDNSGoogle al... AlertDNSGoogle  chrome.exe 6 chrome.exe alert when stristr (.. Alert Succeeded

2/5/2020 5:22:19P... USHRN-L-LOANER... Windows AlertDNSGoogleal... AlertDNSGoogle  chrome.exe 640 chrome.exe alert when . Alert Succeeded
2/5/2020 51 USHRN-L-LOANER... Windows AlettDNSGoogle al... AlertDNSGoogle  chromeexe 640 chrome.exe alert when . Alert Succeeded
2/5/2020 5:10:04P... USHRN-L-LOANER... Windows AletDNSGoogleal... AlertDNSGoogle  chromeexe 640 chrome.exe alert when . Alert Succeeded
USHRN-L-LOANER... Windows AlettDNSGoogleal... AlertDNSGoogle  chrome.exe 640 chrome.exe alert when . Alert Succeeded

USHRN-L-LOANER... Windows AletDNSGoogle al... AlertDNSGoogle  chromeexe 640 chrome.exe alert when stristr (.. Alert Succeeded

H o0

The information and functions that are available on this tab are described in the following table.

Number ‘ Function Description

1 Active Alerts Provides a visual representation of the alerts generated,

using the following categories:

¢ Total Active: Lists the total number of alerts on endpoints
with a status of Active.

¢ Unassigned: Lists the total number of unassigned alerts.

¢ Prevented: Lists the total number of alerts that resulted in
a process being blocked.

Copyright © 2022 Nuix. All rights reserved. 4



The Nuix Adaptive Security application interface

Number
2

‘ Function
Active Alerts History Chart

Description

Provides a chart that displays the alerts in the following
categories: Critical, Medium, Low, and Unknown. The
number in the chart represents the number of alerts for the
category. Clicking on a box opens the Investigate page, with
the insight displayed depending on the category selected.

The alerts can be displayed by Daily or Weekly, depending
on the button selected. The alerts list can also be set to show
All Alerts or Assigned to Me, depending on the alerts list
option selected.

Use the arrows on the time at the bottom to change the time
period forward or backward from the date displayed.

Endpoints Status

Displays a list of the number of endpoints listed in the
following categories: Total, Active or Inactive. To the right of
this list is a chart that displays how long an endpoint has
been inactive. The longer an endpoint is inactive, the darker
the color in the graph becomes.

Alerted Endpoints

Displays a visual representation of the endpoints with the following
categories.

o With active alerts: Lists the number of endpoints with
active alerts. Clicking on the Critical or Medium buttons
displays these alerts on the Investigate tab.

¢ Isolated: Lists the number of isolated endpoints. If there
are any isolated endpoints, the arrow is red.

High Value: Lists the number of endpoints in the High Value
group.

Worst Offenders - Last 7
Days

Displays a list of the number of alerts generated by each
endpoint, with the endpoint generating the most alerts at the
top of the list. The chart to the right of the list displays the
Critical and Medium alerts over the last seven days.

Latest Alerts

Provides a list of the recent alerts Nuix Adaptive Security has
captured. Each column can be reorganized using the menu
that appears when right-clicking on an alert. Data can be
reloaded using the Refresh button, which is set to Disabled
by default.

Filter Editor

(Optional) Allows you to create a query to modify the data
shown in the Latest Alerts section. The query being used is
shown on the left side. Click the X to stop using a specific

query.

Copyright © 2022 Nuix. All rights

reserved. 5




The Nuix Adaptive Security application interface

Alerts

The Alerts tab, shown in the following image, lists alerts generated by Nuix Adaptive Security. The alerts
are generated by the logic rules in the agent that are executed on the endpoint. Alerts are notifications
that specific events occurred on the endpoint.

L; Nuix Adaptwe Security Loading.. ¥ < Q

@ ALERTS 1 5 Total: 345 My Alerts: 1 Last 24 Hours: 1 Last 7 Days: 3 Unassigned: 337 Assigned: 8 Closed: 1 (&

| a Y ofiters K 6 SetStatus &+ Assign ' Relosd
. Timestamp  ~ HostName Q3 AlertID A status “ RuleGroup © RuleName 3% Description Process A A ParentPro.. 3% Platform  © AssignedU.Q Severity 4 Domain

| 8/9/2021 4:13:56 Ph USHRN e unassi Boston BostonRules  Wicked good rules Mac0s Crtcal USHRN-M-Ny0t
Wicked good rules Macos Critcal USHRN-M-NX0¢
B est Rules Wicked good rules Mac0S Critcal USHRN-M-NX08

Eventforwarding W - Windows WORKGROUP

Eventl a W o WORKGROUP

EventForwarding W c WORKGROUP

9 W WORKGROUP

Wicked good rules  chrome.exe: chrome.exe c critical WORKGROUP

Wicked good rules  chrome.exe chrome.exe fincows critical WORKGROUP

Eventforwarding W Windows WORKGROUP

Boston Wicked good rules  chrome.exe chrom critical WORKGROUP

Eventforwarding W Windows WORKGROUP

arding W Windows WORKGROUP

Boston Rules Wicked good rules  chrome.exe: chrome.exe: Windows aritical WORKGROUP

345 - Boston Rules M investigate 5, Print

4

Summary Related Events

Alert ID: E Ri le 56 PM +00 (i}

Timestamp: 56 PM +00:00
& i t == DEVICE INSERTED :

Description:  Wicked good rules

The information and functions that are available on this tab are described in the following table.

Number Function

1 Filters Use the filters to refine the data using the following: Quick Filter, Date
Range, Assigned, Status, Endpoint, and Keywords.

Click Hide/Show Advanced to make the advanced filters options
appear or disappear.

Click the pin at the top to make the tab auto-hide. Click the pin again to
make the tab not auto-hide.

2 Results Use one of the Sort by filters. Click Show in Groups in combination
with any filters to group the results. The results can be shown in
ascending or descending order.

Alert This is one of the individual alerts in the list.

Detail Shows the detailed information for the alert selected on the alert list.
The information is presented in the following categories: Summary,
Rule and Related Events.

Summary shows the metadata information for an alert if there is any
available.

You can also investigate or print the alert.

5 Categories Shows alerts by the categories listed.

Copyright © 2022 Nuix. All rights reserved. 6



The Nuix Adaptive Security application interface

Number Function Description
6 Toolbar On the right side of the tab, use the following options for each:
Options e Change Alert Status

o Assignment options

7 Reload Updates the data in Nuix Adaptive Security. Data can be reloaded using
the Reload button, which is set to Disabled by default.

Copyright © 2022 Nuix. All rights reserved. 7



The Nuix Adaptive Security application

Collections

interface

The Collections tab, as shown in the following image, is where you can manage, configure, and schedule
collections in the Nuix Adaptive Security application. Run targeted collections to obtain specific files from
endpoints across the network. Types of targeted file collections include:

(@ Nuix Adaptive Security

Incident Response Collection
Browser History Files

User Documents

Email Stores and Archives
All Image and Media Files

Loading... ~ <

@ COLLECTIONS

e

1

Adaptive Server Storage
52% space remaining
7 GB total

RS Y Finished: 1 Active: 0

Host Name Search...

&

By Created On ~ Descending &

New Collection-20210803223730
admin Sze:0  8/3/20211037...

DESKTOP-GT8LS63

New Collection-20210803223159
admin Size: 0 8/3/2021 10:31...
@ New Collection-20210408182703
admin Size: 0
@ charles expire,
admin
New Colleetio
admin =
New Collection-20210128202337
admin
@ New Collection-20210127205802

admin Size:0  1/27/2021859...

Count=7

Collection: New Collection-20210223161235 2

Canceled: 0 Failed: 0

HostName & Task ResultState Start Time

o & B - x

Maximize/Resto)

& Collections L Cconfigurations

K]

W Delete ¥ Download  Cancel @ Rerun

Time Out: 0 New Collection-20210223161235 5

New Collection Description
SortBy... - (& Created By: admin
Endpaints: 1 Selected

Stop Time Cancel Date... # Consid... #Fai.. #Colle...

Search Scope

1 412:56 PM +00.00 1 4:14:57 BM +00:00 449471 0 0 Type: Local Volumes

Include: Both

Search Query
File Name(s) c.txt, boston.txt, testfile.txt

File Patl

Destination
Save To: Adaptive Server
Save As: Native

Compression: Medium

The information and functions that are available on this tab are described in the following table.

Copyright

Number Function

1 Collections
Explorer

Description

In the Collections Explorer, you can do the following:

¢ + New Collection: Create and run a new collection.

¢ Adaptive Server Storage: View the available server storage.
¢ In Progress: View the number of collections in progress.

o Search: Search for saved collections.

2 Collections List

In the Collections List, you can do the following:

o View collection status: The status options include Finished,
Active, Canceled, Failed, and Timeout.

e Search: Search for collections using the host name.

o Sort by: Filter collections based on specified criteria.

3 Configuration
Wizard

Create configurations using the Collection Configuration
Wizard. The configuration acts as a template for the collection.
The configuration defines what you are searching for and how you
want to search during a collection.

© 2022 Nuix.

All rights

reserved. 8



The Nuix Adaptive Security application interface

Number Function Description

4 Collections On the Collections Toolbar, you can delete, download, cancel,
Toolbar and rerun the selected collections.

5 Configuration In the Configuration Details, you can view the selected host’s
Details Collection Configuration details.

Copyright © 2022 Nuix.

All rights reserved. 9




The Nuix Adaptive Security application interface

Search

The Search tab, shown in the following image, lets you find specific information by searching for files,
endpoints, or processes.

@ SEARCH

|

New Search NewSearch X

New Search > Search Results (3

Search

File Search  Endpoint By Host  EndpointBy [P Find File Find Pro

® File MD5  File

Files (separate paths with comma)

The information and functions that are available on this tab are described in the following table.

Number Function Description

1 Search dialog box | Use this box to create searches for the following criteria: File
Search, Endpoint By Host, Endpoint by IP, Find File, and Find
Process. Search names are limited to 50 characters.

2 Recent Searches The list of previous searches.
list
3 Search Results Clicking a search in the Recent Searches list on the left side

shows the search criteria on the right side of the tab. To see the
results, click the search tab.

4 Tabs list Use this menu to select which of the tabs appears. The tab being
viewed is marked with a check mark.

Copyright © 2022 Nuix. All rights reserved. 10



The Nuix Adaptive Security application interface

Investigate

The Investigate tab, shown in the following image, is used to examine data and data sources in more

detail.

The tab also has an area that gathers your investigations in one place.

@ INVESTIGATE

1 Insights

g

Overview
A Alerts
[ Endpoints 4
Behaviors

‘@ Deceptions
i Agent Shutdowns

[E Key Logs
W Files
= Registry
& Network
B Removable Media
[ Namespace Queries
B, rint
Artifacts
% Adapter Addresses
& Adapter DHCP
% Adapter DNS

[EH WER Dumps
Global

[EH Threat Hunting

er

By Command Line

[ Command Line Use

Workspace

Investigations (2 aets x (O

Alerts Insight > Alerts

Count=13

SHRN-L-LOANER...

80040 =CEGW

ENDPOINTS: All Select. Sync Reset  Filter 9

Q Rule Group Alert Description Domain Assigned User ParentProcess Q. Process
Someone i

admin

rted rem Closed resolved
Someone inserted rem Closed resolved

The information and functions that are available on this tab are described in the following table.

Number

Function

Description

1 Insights tab Click an Insight data source to further examine the source on the tab on
the right.
Click the pin at the top to make the tab auto-hide. Click the pin again to
make the tab not auto-hide.

2 Investigations tab Collect all your Investigations in one place. Click an Investigation to

display that Investigation on the tab on the right.

Click the pin at the top to make the tab auto-hide. Click the pin again to
make the tab not auto-hide.

Search bar

Search for an insight name.

Insights

These are divided into three categories:
e Overview

o Behaviors

o Artifacts

These data sources are categories built into Nuix Adaptive Security to
allow for better organization of data.

Copyright

© 2022 Nuix.

rights reserved. 11



The Nuix Adaptive Security application

Number
5

Function

Investigations and

Workspace options

interface

Description

Open Insights can be saved or printed:

e Save Insights to New or Existing Investigation: Saves selected
tabs in the Workspace to a new or Existing investigation.

e Print workspace: Prints the open tabs from the workspace.

Tab control

Use this menu to select which of the tabs that are open is to be viewed
on the right tab. The tab being viewed is marked with a check mark.
Close all tabs by clicking the X.

Tabs

Use the tabs to switch between open Insights.

Menu options

On the right tab, switch to the following for each Insight or Investigation:

Microsoft Defender status

Investigate

Alerts (available when using Alerts insight)
Endpoint actions

Expand row height

Refresh data

Print

Grid settings

View delete

Filters

Adjust the Timespan by clicking a Start Date or End Date.
Use the clock button to select a quick timespan.

Use the default of All endpoints or use Select to select an Endpoint
from the list.

Enter a term in the search bar to find the term within the data on the
tab, and the results automatically adjust based on the input.

Click Sync to synchronize the data across all the open tabs. Reset
returns the data to its starting state. Filter is another way to initiate a
search that does not use the automatic update feature.

10

Grid data

Information or data for a selected Insight or Investigation, shown in

greater detail.

Copyright © 2022 Nuix.
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The Nuix Adaptive Security application interface

Configuration

The Configuration tab, shown in the following image, defines the agent settings, logic rule set,
namespaces, and hash lists.

Configurations are applied to connected agents through the Endpoints tab. The configuration can also be
embedded into an agent installer through this tab by selecting Download Agent.

L? Nuix Adaptwe Security Loading.. ¥ 3 4 5
@ CONFIGURATION /' LogicRules =+ Namespaces # Hash Lists , & Download Agent

a © New Logic Rules 1 Cals e D=2l x -
® Draft ‘Windows Version_2_10 Last Modified: 8/9/2021 5:53:06 PM i Delete
C' RuleSources ard o re: ©
charles mac test 2 +2ad Bimpot  P¥Bgort (Fcopy

Status: Draft

Last Published: Forward and Suppress. 2 W

SimpleRules
Agent Version:Versian 2 10

WinTest2_10
Status: Draft

R
niVersion 2 10

Charles Test 001 Copy test

forward
forward
Forward

ion_2 10
ules 00

Forward

R_UNKNOWN ;

Depends On:

Q.

The information and functions that are available on this tab are described in the following table.

Number Function

1 New Logic Rules Use this option to create a new logic rule set.
2 Configuration list Shows the list of the agent configurations.
3 Logic Rules Logic rules are used to perform actions based on events generated
by the endpoint.
4 Namespaces Add the namespace filters. Order is important when setting up a
namespace filter.
Hash Lists Examine the available hash lists, add, or import hash lists.
Creating or The Rule Sources includes the following options when working
changing logic with rule sets:
rules e +Add
e Import
o Export
e Copy

You can also rename or delete rule sets.

Copyright © 2022 Nuix. All rights reserved. 13



The Nuix Adaptive Security application interface

Number
7

Function

Logic Rule
Actions

Description

The following options are available when working with rules:
e Compile

e Save All

e Save As

e Publish

¢ Delete configuration record

Copyright © 2022 Nuix.

All rights reserved.
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The Nuix Adaptive Security application interface

Endpoints

The Endpoints tab, shown in the following image, lists all Nuix Adaptive Security endpoints with an agent
configured and installed. All endpoints are listed whether or not the agent is online with the Nuix Adaptive
Security Endpoint Server.

You can view endpoints by group, all hosts, or hosts connected to the selected server.

(@ Nuix Adaptive Security Loading.. + < 6 - & B - 0 x

@ ENDPOINTS o s @ © 18.235.230.248 Hosts

» R
‘ 1 © Add Group Executives Y OFikers yWords.. Manage @ Assign C' Reload

2 © ame @ ain .. Group s Agen ast Connected... & Connect...  Settings ervers LogicRules Namesp.. HashL..

8
asdfasdfasdf

Qe 3

(i ) | Executives

High Risk

By Group ~ Ascending T WORKGROUP  Windaws

SGLAB Windows.

High Value
Laptops
Servers

Test

The information and functions that are available on this tab are described in the following table.

Number  Function Description
1 Add Group Add a new endpoint group to categorize endpoints.
2 Search Use the search to find a specific endpoint.
3 Endpoint View the list of endpoint groups. Select a group to view the list of endpoints in that
group list group.
4 Groups View the endpoint groups details. You can select to view the groups in ascending
or descending order.
5 All Hosts View all hosts connected in your environment. Use filters to search for specific
hosts.
6 Server View hosts associated with a specific server. The list of endpoints in your Nuix
Hosts Adaptive Security network.
7 Group Use the filters to refine the data using the following categories: Group By, Agent
details Versions, Platform, Settings, Servers, Rule Set, Namespaces, Hash List, and
Keywords.

Use Clear to clear the filters. Click Apply to update the lists of results based on
the Filters or Keywords box.

Click Advanced to use Boolean operators.

Copyright © 2022 Nuix. All rights reserved. 15



The Nuix Adaptive Security application interface

Endpoint details

View the endpoint details, as show in following image, for more information about the endpoint.

@ Nuix Adaptive Security Loading.. ~ <

@ ENDPOINTS @ Groups @ Al Hosts 18.235.230.248 Hosts

Y OFilters K 0 Microsoft Defender Endpoint C' Reload ~
Host Name Q Domain Q Operating Sy... Group ® AgentVersi.Q# LastConnected... @ Connect.. Settings Servers Logic Rules Namesp... HashL..
WORKGROUP Windows Test 21002074 -release T3 3849792 28 NUIXEPS] TestNewRules Default
NASM1MiniTest
MacOs
MacOS
USGLAB Windows
WORKGROUP

USHRN-M-NX0982

Mimini

1 2 4 5 6 7

DESKTOP-G78LS63 Overview  Latest Alerts Latest Tasks ~ Comms Session  Surveys  FileSystem  Collections  Microsoft Defender C' Reload

Summary
Test C o era m:  Windows 10 Pro AMD64
WORKGROUP
Intel(R) Core(TM) i7~4600U CPU @ 2.10GHz
Genuinelntel
Architecture: AMDG4
@ Microsoft Defender Enabled: Yes 05 Architecture: 64-bit
Streaming: Disabled

Namespace Set:

The information and functions that are available on this tab are described in the following table.

Number  Function Description

1 Overview Provides general information for each endpoint. The information on this tab is
divided into five separate categories:

¢ Summary: Summarizes information relating to the endpoint and its use of the
Nuix Adaptive Security Endpoint Agent.

¢ Status: Displays the status for Streaming, Network Isolation, and Microsoft
Defender for the selected endpoint.

e System: Provides information about the endpoint’s hardware and operating
system.

2 Latest Alerts | Lists the latest alerts triggered by the endpoint. The alerts can be organized using
one of the Sort by filters. Click Show in Groups along with any of these filters to
group the results. The results can be shown in ascending or descending order.

3 Latest Displays a list of completed tasks for the endpoint, with the most recent tasks
Tasks shown at the top of the list.

4 Comms Shows network data between the Nuix Adaptive Security Endpoint Server and the
Session individual endpoint.

Copyright © 2022 Nuix. All rights reserved. 16



The Nuix Adaptive Security application interface

Number  Function Description
5 Surveys Gives detailed information about an endpoint’s hardware and software
configurations at a specific point in time. This contains the following tabs:
e Survey
e System
e Processors
e Firmware
¢ Logical Drives
e Adapters
6 File System Displays the directory and file listing of the endpoint. Files can be downloaded,
queried, or deleted by selecting the option from the context menu. Right-clicking
on a column allows you to sort and make changes to how the data appears.
7 Collections Displays the active and completed collections for the selected endpoint.
Microsoft Displays whether Microsoft Defender is enabled or disabled on the endpoint.
Defender

Copyright © 2022 Nuix. All rights reserved. 17




The Nuix Adaptive Security application interface

Tasks

The Tasks tab, shown in the following image, lists all jobs that have been created for the endpoints on the
network.

TASKS Total: 37 Active: 16 Active 24 Hours: 14 Finished Last Hour: 2 Failed Last Hour: 0 Total Expired: 0

Quick Filter:
Total

Endpoint agentuninstall X

Endpoint agent uninstall - Uninstall endpoint Finished -1/17/2020 7:28:23 PM +00:00
Task Type:
z Name: Endpaint agent uninstall
Show Advanced Reset Filter

e »

Type: Uninstall endpoint
3 o cremaon- [—— Description: Uninstall the agent on endpaints (USHRN-L-LOANER1.nuix.com)

&

Endpoint agent uninstall
Group Name Description Error Code Schedule Name  Start Time Stop Time Elapsed Time Result State Platform

» Host Name: USHRN-1-LOANER1.nuix.com

©)

2

Finished
117/

ing
reaming on endpoints (USHRN-L-LOANER.

6 PM +0000
Windows Defender quick scan
Defender quick scan

n Windows Defender on endpoints (WIN-...

4:00 PM +00:00

nshat of all current sessions from end...
PM +00:00 Count=1

Count=37

The information and functions that are available on this tab are described in the following table.

Number  Function Descrip
1 Filters Use one of the following filters in the Tasks list: Quick Filter, Task Type, Date
Rage-From Date and To Date, Endpoints, and Keywords

Click Reset to return the data to its original presentation.

Click Filter to filter tasks according to the selected filter criteria.

Click Hide/Show Advanced to make the advanced filters options appear or
disappear.

2 Task notification | A number appears when a new Task is added. This notification appears if any
other tab is open besides Tasks.

3 Results Use one of the Sort by filters to change the sort order of the tasks.

Click Show in Groups in combination with any of these filters to group the
results. These results can also be organized in ascending or descending

order.

4 Task Summary Lists all the tasks meeting the criteria of the advanced filters.

Categories Shows tasks by the categories listed at the top of the window: Total, Active,

Active 24 Hours, Finished Last Hour, Failed Last Hour, Total Expired.

6 Task details tab | The detail for the task selected on the left side appears on the right side of
the tab. Multiple tabs can be open at the same time.

7 Reload Data can be reloaded using the Reload button, which is set to Disabled by
default.
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Number  Function Description

8 Tabs control Use this menu to select which of the tabs that are open is to be viewed on the
right tab. The tab being viewed is marked with a check mark. Close all tabs
by clicking the X.

9 Reload Click to reload the task information.
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Event statistics

The Event Statistics, as shown in the following image, is where you can view daily event details about the
endpoints in your environment.

BT Fepfuapal Brin evies

Pevanst irdgoisis

The information and functions that are available in this module are described in the following table.

Number  Function Description
1 Process The Process Statistics header displays the overall process event counts for
Statistics the connected endpoints during the previous day.
2 Most Frequent Most Frequent Processes displays four reports describing the frequency of
Processes the process event paths. By default, the reports display the most frequent 100
paths and the least frequent 100 paths.
3 Process Process Anomalies displays five reports describing the frequency of the
Anomalies process event command lines. By default, the reports display the most
frequent 100 paths and the least frequent 100 paths.
4 Namespace Namespace Statistics displays four reports describing the frequency of DNS
Statistics namespace queries.
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Number Function
5 Report Details

Description

The report details will vary depending on the selected event category.
Most Frequent Processes reports:

Path - Occurrences of paths from all connected endpoints.

Host - Occurrences of paths for each endpoint.

Hash - Occurrences of paths grouped by the MD5 hash value of the
executable.

Host/Hash - Occurrences of paths grouped by both the endpoint and the
MDS5 hash value.

Process Anomalies reports:

Command Line - Occurrences of command lines from all connected
endpoints.

Hash - Occurrences of command lines grouped by the MD5 hash value of
the executable.

Parent Path - Occurrences of command lines grouped by both the MD5
hash value of the executable and the full path of the parent executable.
Host/Command Line - Occurrences of command lines per each endpoint.
Host/Hash/Command Line - Occurrences of command lines grouped by
both the endpoint and the MD5 Hash value of the executable.

Namespace Statistics reports:

Query - Occurrences of DNS queries from all connected endpoints.
Host - Occurrences of DNS queries grouped by endpoint.

Process - Occurrences of DNS queries grouped by process full path.
Process/Host - Occurrences of DNS queries by both endpoint and
process full path.
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System

The System tab, shown in the following image, contains information about settings, servers, and
preferences.

The settings tab provides the static configuration settings for the agent. This is typically set up during the
installation process.

The servers tab is where you can view all of the Nuix Adaptive Security endpoint servers in your
environment. You can also add, edit, or delete servers on this tab. This is where you add a server for
redundancy, as a DMZ, or for backup. This is not where you add servers for a multiple server
environment which is done during the installation process.

The preferences tab contains information about local storage and your version of Nuix Adaptive Security.

@ Nuix Adaptive Security ~ loading.. ~ < 3 4 o & B - 0O x

@ SYSTEM £ servers B Profercnces & Download Agent

‘ © New Settings Default Windows v2.10 ® Published  Last Modified: 7/2¢ 3150 AM  Last Published: Save As. W Delete

1

Platform: ma

> Persistent Queue Size (MB): @ 5 Capture Keystrokes: v
File Write Hash Limit: 4 Max Buffered Keys: 200

£\Nuix Adaptive Security\Da
B e Disable Image Hashing / Signature Checking: Periodic Flush Timer (Seconds): | 120

AgentName:  NuixAS

Isolation Rules © ndd
Pos.  RuleName Action Direction Protocol Source Address  Source Port Destination A..  Destination Port  ICMP Type ICMP Code

10 Allow Agentou..  PERMIT ANV
Allow Agentinb...  PERMIT ANY

Allow out TCP...  PERMIT

Allow outUDP..  PERMIT

Allow outICMP_.  PERMIT

Allowin ICMPE..  PERMIT

Alow in ICMPE..  PERMIT

Allow outICMP..  PERMIT

AlowinICMP..  PERMIT

Allow outDHCP  PERMIT

0 AlowinDHCP  PERMIT

20 Allow out DHCP..  PERMIT

PERMIT

0 Denyallinbound  BLOCK

0 Denyalloutbou..  BLOCK

The information and functions that are available on this tab are described in the following table.

Number  Function Description

1 Agent In the agent settings list you can do the following:

Settings list | o Create + New Settings with the name and target version.

¢ View the published and draft setting versions with the platform and
version.

¢ Select a setting to view the details.

2 Settings The Settings tab provides the static configuration settings for the agent.
This is typically set up during the installation process.

3 Servers The Servers tab is where you can view all of the Nuix Adaptive Security
endpoint servers in your environment. You can also add, edit, or delete
servers on this tab. This is where you add a server for redundancy or
backup. This is not where you add servers for a multiple server
environment.
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Number
4

Function

Preferences

Description

Click Clear Local Storage to remove any values stored locally, including
those listed in the infotip, which are:

o Workspace insight tabs
¢ Items on the login screen
o Layout customizations

o Recent searches

View the About information which includes the application version,
hardware key, and license status.

Set screen user preferences.
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User profile

The following information is available by clicking the user information icon, as shown in the following
image.

User Name: The name of the user who is logged in to Nuix Adaptive Security.

Logged In Since: The timestamp of when the user first logged in.

Server: Lists the IP address of the Nuix Adaptive Security Endpoint Server.

Server Version: Displays the software version for the Nuix Adaptive Security Endpoint Server.
Application Version: Displays the software version of Nuix Adaptive Security application.
Selected Time Zone: Displays the time zone.
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The terms used in the following table are used throughout Nuix Adaptive Security.

Term Description

Agent

Nuix Adaptive Security software that runs on an individual computer or
endpoint and sends data back to the Nuix Adaptive Security Server.

Behavior (Types)

Events that occur based on the behavior of a person or process on a
computer. Behaviors are grouped together as Insights, found on the
Investigate tab in Adaptive Security. These include deceptions, agent
shutdowns, sessions, processes, loaded modules, key logs, files, registry,
network, removable media, namespace queries, and print. See Insights.

Collections

Run targeted collections to obtain specific files from endpoints across the
network.

Configuration

A group of settings to be applied to an endpoint. These settings include
settings, servers, logic rules, namespaces, and hash lists.

Dashboard

A collection of visual data representations to give users an overview of a
system or process. In Nuix Adaptive Security, the Dashboard appears after a
user logs in. The Dashboard contains a chart of active alerts, displayed as
daily or weekly, a view of the status of the endpoints, including the endpoints
with the most alerts in the last seven days, and a list of the latest 1000 alerts.

Endpoint

An endpoint is a communication point that indicates where the network starts
and ends.

Endpoint Device

An endpoint device is a device on a corporate network, for example, a desktop
computer, laptop, server, tablet, smartphone, or another device that holds the
endpoint. See Endpoint.

Endpoint Survey

A task that returns data about an endpoint, for example, the operating system
type and version, or the IP address. Also known as Host.

Event An action or occurrence recognized by Nuix Adaptive Security, often
originating asynchronously from outside Nuix Adaptive Security.
Event Types Event types include Process, DNS, Network, Files, Loaded Modules,

Sessions, Media, Keystrokes, Print, and Registry. See Event.

Event Filter Rules

A group of rules that are part of a profile run on an endpoint. These rules
provide the means to initiate an action based on activity on the endpoint, like
setting alerts or forwarding the alerts to the server. See Logic Rule Set.

Filters A means of further refining data that was collected.

Hash A hash is an algorithm that can be run on a file to generate a string based on
the file's content. The term hash is sometimes used to describe the generated
string.

Hash List A collection of hashes. See Hash.

Insights A group of related data displayed in a grid format.

Investigate The tab that contains the Insights and Investigations tabs. The Insights tab

contains the list of Insight data sources for which data can be extracted. The
Investigate tab contains a list of the created investigations. See Insights.
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Term Description

Investigations A collection of data filters and insights that is used to find information about a
specific event or endpoint. See Insights.

Isolation Rules A rule that isolates an endpoint from the rest of the network based on specific
criteria.
Kill chain Collection of processes related to the use of cyber-attacks on systems. Some

experts describe the cyber kill chain as representing the “stages” of a cyber-
attack. In general, the cyber kill chain is a step-by-step description of what a
complex attack does. A common model based on a template created at
Lockheed Martin includes the following phases: reconnaissance,
weaponization, delivery, exploitation, installation, command and control, and
actions on objectives. Each of these steps can have specific data associated
with it, for example, where reconnaissance is done through web analytics or
firewall penetration.

Kill process Immediately terminating a process, without allowing the process to shutdown
gracefully.

Logic Rule Set A group of rules that are part of a profile run on an endpoint. These rules
provide the means to initiate an action based on activity on the endpoint. See
Event Filter Rules.

Tasks Requests that are created and run by Nuix Adaptive Security. An example, is

surveying an endpoint. Tasks can be initiated by users, for example, a File
Search, (like a File Search) or by the system, for example, an Agent-
generated task.

Workspace A group of data filters, insights, or investigations that is currently open in Nuix
Adaptive Security.
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